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Abstract—Zigbee technology is a kind of newly arisen
wireless network technology has low frequency, short distance
communication, low speed, low power consumption, and low
cost, wireless mesh networking Technology. It, Application of
Zighee wireless communication technology, is Industrial
control and monitoring sensor networks, building automation,
home control and automation, toys and games etc. and With
the rapid development of IT industry and the strong functional
expansion of SCM, Zigbee wireess communication
technology will play an important role in wireless sensor
network (WSN). In this paper, Zigbee wireless communication
technology and the process of establishing Zigbee network are
introduced, the application of Zighee wireless communication
technology is studied in the real world. The ZigBee standard
provides network, security, and application support services
operating on top of the IEEE 802.15.4 Medium Access
Control (MAC) and Physical Layer (PHY) wireless standard.
It employs a suite of technologies to enable scalable, self-
organizing, self-healing networks that can manage various
data traffic patterns.

Keywords— Zigbee, Stack Protocols, Applications,réléss
Communication Techology.

[.  INTRODUCTION
ZigBee is the name of a specification for a suft@igh level
communication protocols using small, low-power tibi
radios based on the IEEE 802.15.4 standard forlegse
personal area networks (WPANS),
headphones connecting with cell phones via shogeaadio.
The technology is intended to be simpler and cheéysn
other WPANSs, such as Bluetooth. ZigBee is targetechdio-
frequency (RF) applications which require a lowadatte,
long battery life, and secure networkiflg.
ZigBee is the wireless language that everyday @svicse to
connect to one another. In fact, ZigBee could bavatk in
your home right now. It is a mesh network spectfara for
low-power wireless local area networks (WLANS) tlaver
a large area and was designed
data throughput in applications where the duty eysl low
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and low power consumption is an important consiitama
(Many devices that use ZigBee are powered by halter
Because ZigBee is often used in industrial autosnatind
physical plant operation, it is often associatethwmachine-
to-machine communication and the Internet of Thifig3).
ZigBee is based on the Institute of Electrical &fectronics
Engineers Standards Association's 802.15 spedditatlt
operates on the IEEE802.15.4 physical radio spetifin and

in unlicensed radio frequency bands, including 24G
900 MHz and 868 MHz. The specifications are maigdi
and updated by the ZigBee Alliance. There are tiligBee
pecifications: ZigBee, ZigBee IP and ZigBee RF4ZIgBee

IP optimizes the standard for IPv6full mesh netwgodnd
ZigBee RFACE optimizes the standard for partial hmes
networks™!

ZigBee is a low datarate, two-way standard for @om
automation and data networks. The standard origgnfbm
the Firefly Working Group and provides a specifiaatfor up

to 254 nodes including one master, managed from a
single remote control. Real usage examples of ZgBe
includes home automation tasks such as turningsligh, turn
up the heat, setting the home security systemtaotireg the
VCR. With ZigBee all these tasks can be done froywdere

in the home at the touch of a button. ZigBee almwna for
dial-in access via the Internet for automation paint

The ZigBee standard uses small very low-poweraesvio
connect together to form a wireless control webZigBee

such as wirelesnetwork is capable of supporting up to 254 clieoties plus

one full functional device (master). ZigBee protods
optimized for very long battery life measured inntis to
years from inexpensive, off-the-shelf non-rechabigma
batteries, and can control lighting, air conditimni and
heating, smoke and fire alarms, and other seculéyices.
The standard supports 2.4 GHz (worldwide),
868 MHz (Europe) and 915 MHz (Americas) unlicenssdio
bands with range up to 75 met&ts.

to provide high
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II. HISTORY OF ZIGBEE
Wi-Fi and Bluetooth were not good enough and sletdbr
some applications, it was decided to have ZigBegde st
networks in 1998, actually it was realized thatchéar self-
organizing ad-hoc digital radio networks. There was
problem with Philips because Philips semiconducstepped
the investment. On the other hand, Philips lightiegt being
a promoter member of ZigBee Alliance board of dives.
Officially, ZigBee Alliance was announced in Octol2904.
It had more than 100 member companies almost &l the

world. Also, number of members were increased amos

double of previous years. In addition, next yeaftefa

December 2005), more than 200 companies became enemb

which is quite high number.

Most importantly, ZigBee specification was approvad 14
December 2004 which is
Specification. After improvement, its public avéility was
announced 13 June 2005. In September 2006, ZigB6éé 2
Specification was announced with member availabilit
version. After all these developments, through #mel of
2007, ZigBee PRO which is final version was anneahdt
contains enhanced ZigBee specificaffdn.

The relationship between IEEE 802.15.4-2003 andB&gis
similar to that between IEEE 802.11 and the Wi-HiaAce.
The ZigBee 1.0 specification was ratified on Decemi4,
2004 and is available to members of the ZigBeeaAlle. An
entry level membership called Adopter, in the ZigBe
Alliance costs US$ 3500 annually and provides acteghe
specifications and permission to create productsniarket
using the specifications. For non-commercial puespshe
ZigBee specification is available to the generabljpuat the
ZigBee Specification Download Request. Most regerttie
ZigBee 2006 specification was posted in Decembed620
ZigBee operates in the industrial, scientific anedinal (ISM)
radio bands; 868 MHz in Europe, 915 MHz in coumstiseich
as USA and Australia, and 2.4 GHz in most jurisdics
worldwide. The technology is intended to be simpded
cheaper than other WPANs such as Bluetooth. Thet mo
capable ZigBee node type is said to require onbuatt0% of
the software of a typical Bluetooth or Wirelessehniet node,
while the simplest nodes are about 2%]citation edgd
However, actual code sizes are much higher, ckos80% of
Bluetooth code size. ZigBee chip vendors have amced
128-kilobyte devices.

[Il. ZIGBEE CHARACTERSTICS
The ZigBee core system consists of an RF transceive the
protocol stack, which is depicted in Figurel. Thetem
offers low rate services that enable the conneaifgmossibly
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named as ZigBee 2004

mobile low-complexity devices based on the carsensing
multiple access with collision avoidance (CSMA/G&annel
access technique.

ZigBee physical layer The ZigBee physical layerrapes in
three different unlicensed bands with different weddks
according to the geographical area where the sysgem
deployed. However, direct sequence spread spe¢D8+ES)
is wherever mandatory to reduce the interferencel In
shared unlicensed bands.

UFPEE. LAYEES

202211C
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| IEEE 202.134

Wiralass hMadam
e

Fig.1: ZigBee Protocol Stack
The PHY layer provides the interface with the wess
medium. It is in charge of radio transceiver adtora and
deactivation, energy detection, link quality, cleelmannel
assessment, channel selection, and transmissioreaagtion
of the message packets. Moreover, it is responddilehe
establishment of the RF link between two devices,
modulation and demodulation, synchronization betwte
gansmitter and the receiver, and, finally, for letclevel
synchronization. Zigbee uses three frequency bafuds
transmission- 868 MHz band with a single channsl daaw
data rate of 20 kb/s. The 915MHz band with 10 ck&nhas
each channel's central frequency separated fromadiecent
band by 2 MHz and data rate of 40 kb/s. BPSK maddla
symbols are transmitted at 1 bit per symbol usingedd

Sequence Spread Spectrum (DSSS) technique withitl5 b

chips. The 2.4 GHz ISM band with 16 channels, 5 M¥ide
offers 250 kb/s data rate. It employs O-QPSK mdihra
with 4 bits/symbol transmitted using DSSS with 32 dips.
To reduce the transmitted power, the Zigbee tratteraiuse
Energy Detection (ED) and Link Quality Indicatiobql). It
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is the responsibility of the physical layer to peni channel
assessmefit

MAC Layer Channel access is primarily through Carrier

Sense Multiple Access- Collision Avoidance (CSMA-CA
On a node hop to hop basis, the MAC layer can take of
transmitting data. Depending on the mode of tragsion, i.e.
Beacon or Non-Beacon mode, the MAC layer decidesthdr
to use slotted or unslotted CSMA-CA. The MAC layakes
care of scanning the channel, starting PANs, detgand
resolving PAN ID conflicts, sending beacons, perfinig
device  discovery, association and
synchronizing network device and
devices on the network. Along with this, the MAGda also
provides some standard security features like accestrol,
encryption of data, duplicate rejection and framegrity.
Like in the case of the standard OSI MAC Layer, Mk&ger
in Zigbee also cannot take care of the situatiorerwlhe
nodes have intermediate nodes between
functionality of routing the packets to their destions is
provided in the network layéf.

The IEEE 802.15.4 specifications on PHY and MACelay
the ZigBee Alliance defines the network layer arftk t
framework for the application layer. The resporigibs of
the ZigBee network layer include: mechanisms tm jand
leave a network, frame security, routing, path alsecy, one-
hop neighbours discovery, neighbour informatiomagie. The
ZigBee application layer consists of the applicatsupport
sub-layer, the application framework, the ZigBeevicke
objects, and the manufacturer-defined applicatigieas. The
responsibilities of the application support sukelaynclude:
maintaining tables for binding (defined as theigbtb match
two devices together based on their services agid tieeds)

and forwarding messages between bound devices. The

responsibilities of the ZigBee device objects ideudefining

the role of the device within the network (e.g., NPA
coordinator or end device), initiating and/or resgiog to

binding requests, establishing secure relationshigisveen

network devices, discovering devices in the netwakd

determining which application services they provitie

IV. TRAFFICTYPES
ZigBee/IEEE 802.15.4 addresses three typical traffpes.
IEEE 802.15.4 MAC can accommodate all the types.
1. Data is periodic. The application dictates the rate,

and the sensor activates checks for data and

deactivates.
2. Data is intermittent. The application, or other

network only when communication is necessitated.
This type enables optimum saving on energy.

Data is repetitive, and the rate is fixed a priori.
Depending on allotted time slots, called GTS
(guaranteed time slot), devices operate for fixed

durations.
ZigBee employs either of two modes, beacon or remebn
to enable the to-and-fro data traffic. Beacon maeised
when the coordinator runs on batteries and thusroff
maximum power savings, whereas the non-beacon firodie

disassociationfavour when the coordinator is mains-powered.
realigning orplitane In the beacon mode, a device watches out for the

coordinator's beacon that gets transmitted at gieady,

locks on and looks for messages addressed to ihedsage
transmission is complete, the coordinator dictaeschedule
for the next beacon so that the device ‘goes tepslén fact,
the coordinator itself switches to sleep mode.

them. ThWhile using the beacon mode, all the devices in estm

network know when to communicate with each otherthis
mode, necessarily, the timing circuits have to hgteq
accurate, or wake up sooner to be sure not to timésbeacon.
This in turn means an increase in power consumgtiothe
coordinator's receiver, entailing an optimal inseein costé’

V. DEVICETYPES

These devices have 64-bit IEEE addresses, withomopth

enable shorter addresses to reduce packet sizewarkdin

either of two addressing modes — star and peee¢o-p

ZigBee networks use three device types:

= ZigBee Coordinators (ZC): The most capable device,
the Coordinator forms the root of the network taeel
might bridge to other networks. There is exactlg on
ZigBee Coordinator in each network since it is the
device that started the network originally (the Bkg
Light Link specification also allows operation wailt
a ZigBee Coordinator, making it more usable forreve
the-shelf home products). It stores information wbo
the network, including acting as the Trust Center &
repository for security key§H?

= ZigBee Router (ZR): Running an application
function, a Router can act as an intermediate rpute
passing on data from other devices.

= ZigBee End Device (ZED): Contains just enough
functionality to talk to the parent node (either th
Coordinator or a Router); it cannot relay data from
other devices. This relationship allows the nodédo
asleep a significant amount of the time therebyngiv

stimulus, determines the rate, as in the case pf sa
smoke detectors. The device needs to connect to the
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long battery life. A ZED requires the least amoaht
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memory, and therefore can be less expensive to
manufacture than a ZR or ZC.

VI. COMPARISONAMONG TECHNOLOGY

Different technologies, comprising Bluetooth, Zigbhand

UWB among others, are compared in the followfhg.

1. Zigbee The nine promoter companies of the ZigBee
Alliance include Philips, Honeywell, Mitsubishi Ekeic,
Motorola, Samsung, BM Group, Chipcon, Freescale and

Ember; then are more than 70 members: 3.

= Capacity of 250 Kbit/s at 2.4 GHz, 40 Kbit/s at
915 Mhz, and 20 Kbit/s at 868 Mhz with a range
of 10-100 metres.

= |ts purpose is to become a wireless standard for
remote control in the industrial field.

= The ZigBee technology is targeting the control
applications industry, which does not require high
data rates, but must have low power, low cost and
ease of use (remote controls, home automation,
etc.).

=  Security was not considered in the initial
development of the specification. Currently there
are three levels of security.

= |t operatesinthe 3.2 — 10.2 GHz band. 4.

= ZigBee chips are low cost.

2. Ultra Wideband:- UWB is a revolutionary wireless
technology for transmitting digital data over a wid
spectrum of frequency bands with very low powecalt
transmit data at very high rates (for WPAN
applications).

e It will have low power consumption, low price,
high speed, use a wide swath of radio spectrum,
carry signals through obstacles (doors, etc.) and
apply to a wide range of applications (defense,

industry, home, etc.). 5

e Currently, there are two competing UWB
standards for WPAN applications: the UWB
Forum is promoting one standard based on direct
sequence (DS-UWB), while the WiMedia
Alliance is promoting another standard based on
multiband OFDM.

« Each standard allows for data rates from
approximately 0 to 500 Mbps at a range of 2
metres and a data rate of approximately 110 Mbps
at a range of up to 10 metres.

e The Bluetooth SIG announced in May 2005 its
intentions to work with both groups behind UWB
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to develop a high rate Bluetooth specification on
the UWB radio.

* For application to WSANSs the standard proposed,
which can be used as the PHY layer of the
ZigBee protocol stack, is the IEEE 802.15.4a
based on IR-UWB. It allows for typical data rate
of 850 Kbit/s (up to 27 Mbit/s optional) with a
range of 10 — 50 metres and location capability.

Bluetooth Wireless Technology Bluetooth wireless
technology is geared towards voice and data
applications.

It operates in the ISM unlicensed 2.4 GHz
spectrum. Typically, it can operate over a
distance of few metres (up to 10 metres,
depending on the device class also up to 100
metres). The peak data rate with EDR is 3 Mbps.

» It is omni-directional and in some conditions can
work also in NLOS.

 The Bluetooth specification allows for three
modes of security.

e The cost of Bluetooth chips is actually under
3UsSD.

Infrared (IrDA) IrDA is used to provide wireless
connectivity for devices that would normally usélea
to connect. IrDA is a point-to-point, narrow ang&0
cones), ad hoc data transmission standard designed
operate over a distance of 0 to 1 metre and atdspefe
9600 bps to 16 Mbps.

» IrDA is not able to penetrate solid objects and has
limited data exchange applications compared to
other wireless technologies.

 IrDA is mainly used in payment systems, in
remote control scenarios or when synchronizing
two PDAs with each other.

Radio Frequency I dentification (RFID) There are over
140 different 1SO standards for RFID for a broadge
of applications.

* With RFID, a passive or unpowered tag can be
powered at a distance by a reader device. The
receiver, which must be within a few feet, pulls
information off the tag, and then looks up more
information from a database. Alternatively, some
tags are self-powered, active tags that can be read
from a greater distance.

* RFID can operate in low frequency (less than 100
MHz), high frequency (more than 100 MHz), and
UHF (868 to 954 MHz).
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Uses include tracking inventory both in shipment
and on retail shelves.

VIlI. SECURITY SERVICES
ZigBee provides facilities for carrying out secure
communications, protecting establishment and tramispf
cryptographic keys, cyphering frames and contrgllilevices.
It builds on the basic security framework defined IEEE
802.15.4. This part of the architecture relies ba torrect
management of symmetric keys and the correc
implementation of methods and security poli¢ts.
Security Moded: The ZigBee network model must take
particular care of security considerations, as adc h
networks may be physically accessible to extereala@s and
the particular working environment cannot be fdidto
likewise, different applications running concurtgntand
using the same transceiver to communicate are seppo be
mutually trustworthy: for cost reasons the modeeglmot
assume a firewall exists between application-lewnities.
Within the protocol stack, different network layesise not
cryptographically separated, so access policiesieeded and
correct design assumed. The open trust model wétldevice
allows for key sharing, which notably decreasespil cost.
Nevertheless, the layer which creates a frame sporesible
for its security. If malicious devices may existeey network
layer payload must be ciphered, so unauthorizéfictizan be
immediately cut off. The exception, again, is ttensmission
of the network key, which confers a unified segulityer to
the network, to a new connecting device.
Security Architecture: ZigBee uses 128-bit keys
implement its security mechanisms. A key can beasted
either to a network, being usable by both ZigBeeia and
the MAC sub-layer, or to a link, acquired throughe-p
installation, agreement or transport. Establishmehtlink
keys is based on a master key which controls liely k
correspondence. Ultimately, at least the initialsten key
must be obtained through a secure medium (trangpqte-
installation), as the security of the whole netwddpends on
it. Link and master keys are only visible to theplagation
layer. Different services use different one-wayiataons of
the link key in order to avoid leaks and seculiks.
Key distribution is one of the most important ségur
functions of the network. A secure network will dgmte one
special device which other devices trust for thetriiution of
security keys: the trust center. Ideally, devicat mave the
trust center address and initial master key preldadf a
momentary vulnerability is allowed, it will be serds
described above. Typical applications without splescurity

to
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needs will use a network key provided by the trcetter
(through the initially insecure channel) to comnuaté.

Thus, the trust center maintains both the netwark &nd
provides point-to-point security. Devices will onbccept
communications originating from a key provided bg trust
center, except for the initial master key. The siégu
architecture is distributed among the network layers
follows:

The MAC sub-layer is capable of single-hop reliable
communications. As a rule, the security level itdsuse

is specified by the upper layers.

The network layer manages routing, processing vedei
messages and being capable of broadcasting requests
Outgoing frames will use the adequate link key adicm

to the routing, if it is available; otherwise, thetwork
key will be used to protect the payload from exaérn
devices.

The application layer offers key establishment and
transport services to both ZDO and applications #lso
responsible for the propagation across the netvadrk
changes in devices within it, which may originatettie
devices themselves (for instance, a simple stdtaage)

or in the trust manager (which may inform the netwo
that a certain device is to be eliminated from lit)also
routes requests from devices to the trust center an
network key renewals from the trust center to allides.
Besides this, the ZDO (ZigBee Device Object) mairga
the security policies of the device.

VIIl. SECURITY ISSUES
Zigbhee communicates via a wireless RF network, sit i
vulnerable to the same attacks as a tradition 80@etwork.
Though, the alliance has done much work in making t
network safe by implementing AES 128 bit encryption
(Zigbee 2006). Atmel Corporation has added addition
encryption to its Zigbee compatible products byviimg an
onboard crypto engine which also increases thedspé¢he
AES encryption by up to ten times (Atmel, 2011).spiee
these efforts, Zigbee is vulnerable in two waysabhg the
cryptographic key and packet capture (Radmand,.ufig
cryptographic key can be stolen by either a rernotghysical
attack and packets can be captured for the purpo$es
eavesdropping, spoofing, replaying, and denial efvise
attacks (Radmand, unk). Keeping this in mind, a é@mer
would need to consider what devices he/she hook® tpe
Zigbee network with the same prudence given to \Wirat of
information he/she would send across his/her wseelgome
computer network!
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IX. CONCLUSION
ZigBee Technology has presented many features wdieh
highlighted in this paper. Although the ZigBee latots of
applications, we limit this effort only to its apgdtion in
WHAS. The performances of the ZigBee based WHAShav
been compared with those of other competing tecyies
including UWB, RFIDe, IrDA, Insteon, Waveins, WiFand
Bluetooth. Zigbee is bright; companies are jumporg the
Zigbee bandwagon left and righ, just like the sgatompany
Tendril networks that introduced its Zigbee commliaome
energy monitor network (LaMonica, 2008). This pomtbis
so adaptable, the possibilities for applicationeiending
quickly outside the home, in the healthcare reand other
industries. Anyplace where RF transmitters andivecg can
be placed may take advantage of the Zigbee wirelessork
protocol.
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